IntraValue

The Financial benefit of IntraVUE

In today’s economic environment it is important to ensure that any purchase provides a financial
return, no matter how technically attractive it may seem. Gone are the days of acquiring the
latest and greatest only to discover that the costs cannot produce a justified return on
investment. This can be especially true regarding software where, not only the initial purchase
price, but also the added resource cost to deploy, can be much higher than the achieved
financial savings.

As Ethernet networks bridge the front office with the factory floor, it promises to reduce the
complexities and improve responsiveness by interfacing directly to production equipment,
creating a common network infrastructure that transcends the office onto the plant floor.
Adapting Commercial and Enterprise software systems to the factory floor has been one of the
most difficult areas. Trying to leverage and/or utilize the current network support software
developed for enterprise computing and server applications may not, however, be the answer,
as these packages may cost more in deployment then targeted software geared toward plant
technicians. The following highlights the cost savings of IntraVUE, a package specifically
targeted at supporting plant floor equipment Ethernet TCP/IP connections.

The plant floor is a much different environment with a great deal of focus on the end devices
(PLCs, robots, power management, and drives). As Ethernet moves to replace proprietary
communications on the plant floor, it is a costly mistake to assume that network support
software used in the enterprise computing area can be used as a cost effective solution for the
plant floor devices. There are several reasons for this, such as:

A majority of problems on the plant floor will be associated
with connection or connected device failures. Some studies
indicate that close to 80% of plant floor problems are device
or connection related. The harsh environment with vibration,
heat, humidity, dirt and electrical noise degrading the life of
components is a major cause of these early failures.
Industrial equipment with Ethernet connections are
unfamiliar to IT and network specialists. Some of this
equipment is connected to high voltage and may be running
production equipment.

Figure.1 Motor Control center with an Ethernet connection
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The time to respond to a problem if the individual is not resident on the plant floor will mean
additional down time. Response time even for simple problems may result in an additional delay
of one or two hours. The main caused being that the Ethernet devices are not located in an
easily accessible area or centrally located in an IT closet, but rather distributed in electrical
enclosures on the plant floor. During this time, the process or machinery may also be down
awaiting resolution or replacement.

It will also be important to use the appropriate resource to address basic networking or device
connection problems. This will reduce the need to tie up valuable IT / Networking specialists on
these local device or connection problems. The plant floor personnel, if given the proper tools,
can be an extremely cost effective resource.

IntraVUE automatically discovers, displays and documents the TCP/IP devices of the network.
The key emphasis of IntraVUE is support of the large variety of IP addressable devices with a
very easy to use tool. A tool that can be configured to not only easily highlight the device,
provide all the necessary information to support or replace the device, but actually automate a
secure system for the actual device replacement.

Analyses of costs show that there are three basic stages in the deployment of a network
solution.

Initial design and installation
Routine maintenance and documentation

Device failure identification and recovery

The following areas will be covered and details of the savings of each are outlined in the
material below. The figures are developed from information retrieved from several active
applications. It is used to provide a baseline for cost savings pointing out the intended “Value
Proposition” of IntraVUE.
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Initial design and installation

Network discovery, layout and design

Since Ethernet network infrastructure may already be installed, IntraVUE can be deployed
initially to connect to the existing network to discover and map the current “AS-IS” state,
providing not only a list of devices but their actual connection layout. The ability of this automatic
layer-2 mapping is very unique even for IT software packages. Drawing the point to point
connections on a single display and using hyperbolic display techniques also simplifies
navigation and viewing of the actual connections of hundreds of devices.

The IntraVUE map can be used in an off-line mode allowing this information to be taken back to
the office for planning. The back-up of the network capture can be sent to other individuals
(OEMs or System Integrators) for their review. Details including current network traffic are
captured and viewable in this off-line mode. The ability to manually add devices can allow the
user to configure new components and connection information on to an existing network layout.
This method allows all involved to see the requested additions and changes as they may
appear once connected.

Cost associated with performing a network layout and connection drawing vary but on average
will cost $30 per connection. A 100-device network (10 computer workstations, 15 switches, 10
hubs, 2 routers, 63 IP addressable devices) with two connections per device will cost $6000.
The ability to use the network capture as a layout tool is an additional $800 package not
including the cost to add your configuration to the drawing package. This cost is greater than
the cost of an IntraVUE package and many people have justified the package on this feature
alone.

Documenting acceptance test

Many systems are staged in a separate location and then, after an acceptance test proves the
system’s ability to meet the functional requirements, are shipped to the final location. The
process of reinstalling the system at the final location requires reconnecting the equipment.
Time is spent ensuring that the final system is configured exactly as tested. The ease of
Ethernet connectivity allows individuals to connect different ports. These errors may cause
performance issues (moving a connection from a full-duplex to half-duplex) or service problems
later when the wiring documentation does not line up with the connected equipment. These
issues are subtle but can cause confusion and hours of additional delays when a problem
arises.

IntraValue The Financial benefit of IntraVUE




UE

iv

IntraVUE can capture the system as accepted and stored. In this way, System Integrators or
OEMSs can archive every system built and shipped. These backups can then be used at the final
location to indicate if every connection is accurate as well as any new device that may have
been added to the system. IntraVUE will graphically display all devices that have been moved
with an indicator of the original location as well as the new location. This is done in minutes,
allowing the process of system checkout to be greatly simplified. The costs of the checkout vary
by application. In applications in which the distances between devices are great, many have
calculated that these costs are much greater than purchasing IntraVUE for this specific
application.
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Figure 2. IntraVUE highlighting changes between acceptance test and installation
New devices that have been added to the network are also the cause of problems that can be
initially blamed on the original system installed. Having the ability to highlight newly connected

devices can quickly separate issues. The typical issues created by newly installed devices can
be as simple as creating additional traffic and affecting currently operating equipment.
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The ability to use IntraVUE as a verification tool will save many hours as well as providing
assurance that the system initially accepted is connected accurately. System validation, which
is done in the field or on the manufacturing floor, is very expensive and can cause unnecessary
delays in the start-up.

Even if all the connections are properly made to the right location, there are other issues that
can arise during the installation of equipment. In a recent project at a manufacturer, IntraVUE
had uncovered many grounding and connector problems that were causing devices to have
intermittent communication failures in a matter of minutes. Before IntraVUE was installed they
had spent weeks with network sniffers without much success. IntraVUE provides a system that
is continually polling devices to check their connection status. This system-wide approach
provides an overview of all devices and can allow someone to drill down to the potentially
affected devices. Many tools are point tools and require individuals to know exactly where to
start looking and sometimes require the individual to be at that connection. In systems with
large geographic areas this creates greater difficulties.

3 Event log - Microsoft Internet Explorer EIEE=

¢ EVENT LOG }

01/15/2004 Device 10,1,1,101 reconnected with new mac addr 00 00

13:54:26 54 10 35 05 (no name )

01/15/2004 Device 10.1.1,101 disconne: cted (00 30 DE 00 15 14, no

13144147 name)

01/19/2004 Davice 10.1.1,101 reconnected (00 30 DE 00 15 14, no
Conn

13:44:19 narme)

01/19/2004 Device 10,1,1,101 disconnected (00 30 DE 00 15 1A, no

13144104 nama)

01/19/2004 Davice 10.1.1,101 reconne cted (00 30 DE 00 15 14, no

13:42:55 name)

1967 10.1.1.101 2;#19f2004 Device 10.1,1,101 disconnected (00 20 DE 00 15 1A, no

No  IP Address Date Description Type =
1875 10.1.1.101

1976 10,1.1,101
1374 10.1.1.101
1972 10.,1.1.101

1968 10.1.1.101

142151 nams)

01/15/2004 Device 10.1.1,101 reconne cted (00 30 DE 00 15 14, no
13142103 name)

01/19/2004 Davice 10.1.1,101 disconnected (00 30 DE 00 15 14, no
Conn
13:41:58 narme)

1e55 10.4.1,101 DL/19/2004 Device 10.1.1,101 reconnscted (00 30 DE 00 15 14, na oo
13140142 narne) =l

next prey HE'[I

1964 10,1.1,101

1861 10.1.1.101

Figure 3 Event logs clearly identify devices that are having problems

Quickly finding Duplicate Device addresses

Installing new equipment to an existing network has created additional issues in which IntraVUE
has proven its value. The use of fixed IP addressing in closed networks (private networks) in
which common address ranges can be used is a standard practice. One of the major features of
IntraVUE is its ability to help identify when either duplicate IP or MAC addresses have been
used on a network. These are difficult and time-consuming problems that create performance
problems at the least and safety problems in the most serious of cases. Since devices use IP or
MAC addresses to indicate who they are, if another device sends information and is interpreted
wrongly, the data from the device may mislead the systems they are feeding data to.
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By continually monitoring the addresses and locations of devices, IntraVUE has the ability to
find these problems appearing as devices changing or alternating addresses. The time required
to find affected devices can be days and may only appear randomly. Cost of identifying these
problems can be in the thousands of dollars not to mention the cost if the data affects the
process or machinery.

If we consider that 5% of the connected devices may have connection problems, then a 120-
node system will have 6 bad connections. A time per connection that covers the identification of
the appropriate connection and confirmation that communication is active after changes are
made is about 4 hours based on the distribution of devices. For a 128-node network this can
mean about 24 hours of effort. IntraVUE’s visualization will reduce this searching to 15 minutes
per connection, cutting 90% of this activity. The dynamic real-time display will keep everyone
updated to the actual changes taking place and indicate immediately that communication is
occurring. IntraVUE is found to be optimal for a distributed network topology with an emphasis
on both switches and edge IP addressable devices.

Savings in installation assistance 21.6hrs x $120/hr* start up costs = $2592

*Typical installations require two individuals for troubleshooting wiring.
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Routine maintenance and documentation

The majority of problems experienced on a running network are caused by simple connection
problems created by vibration or individuals working on other equipment near the Ethernet
device. Another common problem is the intermittent communication failures caused by
degrading devices. Such problems appear as a slowdown of the network only to ultimately fail
completely, typically at the worst possible time. IntraVUE runs continuously 24 x 7 and identifies
immediately when a device fails to communicate or starts to randomly fail. These failures may
start out infrequently, only to accelerate with age and quality of equipment. We frequently hear

‘my network is fine” only to have

¢ Biadlduinin =214 IntraVUE scan the network and uncover
% event Lo | several devices having intermittent
source: All Devices communication problems. These will
e e S el e” | lead into larger problems as more
Data Salacton: Il O spacific @ [5/13/04 [s/14/04 devices are added and communication

traffic increases. The ease of use of
Dowwc] WETTM | |ntaVUE, with  access from  any
computer with a browser, will provide a
simple  color-coded troubleshooting
overview that can pinpoint problems.

Figure 4 Event Log can be sorted or filtered to find specific problems

Searching for IP addresses or a specific vendor's MAC address to locate a specific product is
also very time consuming activities. Finding vendor’s equipment that may be embedded in the
equipment is another feature that IntraVUE can perform to save hours of tedious work. The
Search function provides individuals the ability to search easily to locate equipment on the
network.

Identifying Bandwidth problems

IntraVUE will monitor the traffic between all connections. In the figure below, a computer is
downloading a large program from another computer that was located several switches away.
This again is a frequent occurrence that disrupts traffic in unpredictable ways. The use of
multicast messages that allow subscribers at remote locations to access streaming data can
also cause these problems. As video surveillance and automation systems make use of
multicast messaging, the need to visualize traffic and bandwidth problems down at a LAN level
will be very important. IntraVUE provides a clear overview that can quickly identify when this
problem occurs.
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Figure 5 IntraVUE overview colors indicating Bandwidth problem created as device 10.1.1.85
communicates with 10.1.1.162 and exceeds bandwidth limits

Right clicking on the line will bring up the Threshold box and provide details on the problem.
Here, one can see that the Bandwidth had been exceeded causing the line to go into yellow
alarm level. The event log also captures the time that the event happened. Traffic problems are
random and may last only a short time. IntraVUE can quickly and easily display these problems
allowing for better understanding and planned resolution. IntraVUE can also send an alarm
message to another software package, email or text message on these occurrences.

A new multiple device trending feature allows the selection of all devices, whether switches or
end devices, to all be graphed on a single time-based chart. The ability to filter by area or type of
device allows quick identification of the specific device from hundreds that may be installed on
the network. As seen in the Figure below, the transmitted traffic of all devices can be displayed
on a single screen.
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The transmitted bandwidth used by 72 devices over the last 30 hours is displayed in a method that clearly
identifies the devices generating periodic spikes in traffic.

~

As multicast traffic and broadcast storms become more common, the ability to quickly identify
the source of the problem will reduce support and potential downtime. The ability to show
relationships between devices offers the ability to drill down to a specific area or device having
difficulty.
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Network Security

The ability to immediately identify newly added devices on a network, and then generates an
alarm, provides added security and can eliminate potential problems of unauthorized
attachments to the network. IntraVUE can notify immediately if a new device is connected to the
network. The software identifies all the necessary information such as where the device was
connected, how long it was on the network, and provides specific information such as IP
address used, MAC address, and even computer name (if it was a computer/laptop). Since
many manufacturing networks are isolated, the ability to capture the data in an event log as well
as indicate the device is very important.
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Figure 6. Unauthorized device (10.1.1.82) connected to the network by using the connection of device
(10.1.1.98) and then it was disconnected and the cable replaced back to the original connection.
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Information on the event can be sent to other HMI or SCADA stations or it can be emailed
and/or text messaged via a pager. The ease at which you can connect to Ethernet can be one
of its biggest detriments. The use of IntraVUE with its continuous monitoring capability allows
you to be sure that you are knowledgeable of all devices gaining access.

A typical 100+ node system_may experience a problem or two a week, especially if
additions/connections are frequent, or as the network ages. The use of lower cost switches has
also created unpredictable performance problems on factory floor networks that become heavily
used. As network loads are increased (due to automation vendors using multicast traffic in their
applications) some switches cannot support the loads or bottlenecks will cause unwanted
collisions on the uplink ports.

Having a real-time interconnection display will provide a valuable view as to where devices
should be connected for optimal performance and elimination of bottlenecks. Viewing the actual
connection, rather than connecting to the nearest available port, will provide a better-
constructed network architecture. IntraVUE will be a place that most will view to decide the best
location to add a device. It will also provide an overview to determine if additional switches are
required

The average time to bring in a network specialist and run the necessary test, if there is a
problem, can be up to three hours. If the system is experiencing an intermittent problem, then
this resolution may be significantly longer, as it may not be exhibiting the symptoms at the time
the specialist arrives, perhaps 6 hours to several days. A wire swapped to another port on the
switch that is not configured in the same manner may also take 3 hours even after a problem is
identified. Newly added devices are depicted as Tan boxes identifying the time and location
they were placed on the network.

These basic problems are identified immediately and opening an IntraVUE screen will highlight
the problem in minutes. The event log, which is continually running, will pick up intermittent
communication failures. This provides the plant floor personnel with the information to quickly
solve these simple, but common problems. New devices added to the network are easily
identified.

Savings 6 incidents per month @ 4hrs per incident = 24 hrs per month
24 hrs per month x $60 per hr = $1440 per month

Return on Investment is less than 6 months for solving just run time problems.
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Device failure identification and recovery

Not everything can run forever. When a device fails or locks-up it will stop communicating. IntraVUE
will not only notify you of a failure but provide a framework in which all the necessary information

about the device is present.

Creating a complete support tool

The main focus of IntraVUE is to support the large number and variety of IP addressable devices
located in remote enclosures that may run for years before experiencing a problem. When the
problem occurs, it may take hours to locate the proper documentation. The use of IntraVUE as a
framework leveraging hypertext links provides the simplest method to organize and retrieve
information. Pictures of the enclosure can be added to easily identify the device in question. Using

open technologies means that any device can use this technique.
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Additions and changes to the system

The addition of devices to the factory will continue as equipment is introduced or older
equipment is replaced with newer versions that communicate over Ethernet. The ability to view
the actual network, as a connection diagram, will provide the proper information required to
properly place new equipment. In addition to viewing, it will be important to inventory all
equipment periodically.

Documenting an inventory of all the IP addressable devices and their interconnections can take
days. One account spent a full week to fully document all the IP devices and connection details
in their facility. IntraVUE, with its export feature, can provide all the details in a matter of
minutes. The manual process of checking and documenting is time consuming and may open
up the opportunity for errors. Lack of current documentation may mean hours of downtime and
the potential for larger issues created by devices given the wrong address.

IntraVUE’s graphic representation of the actual network saves 8 to 16 hours in maintaining an
up-to-date drawing through connection verification and documentation for a typical 128-node
network. This includes IP address, MAC Address, the Switch port, and Port to Port wiring
between switches.
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Exporting data from the device or events is as easy as select and click
16 Hours average x $50 per hour = $800 per system update.

Searching for problems like duplicate IP addressing and location of devices are standard
features of IntraVUE, a problem that is common when fixed |IP addresses are used.
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Failed device recovery is a requirement addressed uniquely by the Auto-IP feature of
IntraVUE. IntraVUE will highlight the failed unit and can even send an email upon failure. The
responsible person can just click on the properties of the highlighted device to get all the
necessary details including part number and asset tag for verification. The ability of IntraVUE to
have up to 12 web Links associated to every device provides the ability to have, at a mouse
click away, all the necessary documentation required to service or replace the device. This key
maintenance feature can point to asset management packages available from the Automation
supplier, OEM, or Corporate system.

The structuring of information to bring in other packages that may already be in use will also
simplify the learning process and reduce cost. Rather than having someone remember what IP
address to assign a web server in a PLC or Switch, one merely pushes the button marked Web
Link.

a Device Information - Microsoft Internekt E:-:ploi'i - IEIIEI
7
T
@ DEVICE WIEW / @
Device! ControLogix PLC
IP Address: 10.1.1.102
MAC Address: 00 00 54 10 32 6C
Category PLC
Location: ICT Wall
Scheduled Maintenance: March M
Part Mumnber: RA-1733-plc
Asset Tag # 33-3004-0023 [hets ]
User Manual | Embedded Web Link |

IntraVUE can store device specific information and links to user manuals for easy servicing and or device
replacement.

Once the replacement unit is retrieved, the technician replaces the unit by first connecting the
communication cable and then powering the unit up. Auto-IP will sense a request from the
device on startup looking for an address (BootP). Auto-IP will identify the location of where the
request is coming from and search its database for the appropriate fixed IP address. This
simplifies the replacement and provides additional security with respect to wrong addresses
being added to the network.
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4 start ¢ e. EoRT  : . - ecast,. | 1) Copyoffodwed... | M3 v % sope=-makfond | o ttravee witen,.,  # L0 | @

IntraValue The Financial benefit of IntraVUE




UE

@

IntraVUE also frees up the IT staff to remain focused on higher-level problems, which require
their skill and advanced software tools. Allowing the plant floor to address the common issues
they experience provides several benefits, such as:

* Quicker response time and reduced equipment downtime. We have not added the
cost of lost production in this calculation.

* Better working relationship between your Controls and IT departments, a sore spot for
many companies.

* A balanced and appropriate use of your employees

Total Yearly Cost savings. (128 device network)

Initial Mapping of NetWork ........ ..o $6,800.
Quarterly update of system map or Verification of Acceptance Test................ $6,000.
Quarterly maintenancCe SaVINGS ........cuvuiuiiiie e $4,320.

Fault recovery (one incident per quarter)......$1,200.

Total yearly Savings ........coieiiiiiii e $ 52,880.
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Ethernet is rapidly expanding on the plant floor however:

e You may think that you do not have enough devices to justify the purchase of IntraVUE.
IntraVUE, however, is scaleable and can start with a package of 16 nodes for less than $1000.
As you grow, the package can be easily upgraded.

e You may feel that the IT group will be responsible for the network. However, who is
responsible for the control equipment connected to the network? IntraVUE has been designed
for support of the devices with the ability to picture the activities of the network. It is a great
common tool that both departments can use providing value for a number of activities.

e You may feel that there is nothing wrong with the network; it is running with no problems.
The question is, can you be sure that systems are not having intermittent problems and you just
do not know it? Have you ever felt that the network slowed down for a while or a device was
having problems getting the data? Like when a spark plug starts to misfire, the vehicle still runs,
but gas mileage starts to decrease. The check engine light similar to IntraVUE can keep your
performance optimal and save you money in the long run.

e You may feel that network software is just too complex for you, or your people. IntraVUE is
the most intuitive and easy to use package on the market. We provide a money back guarantee
— if, after 30 days, you do not feel the package can be used by your operators, technicians, or
maintenance personnel, you can return it for a full refund.

Network Vision has developed this package to address a growing need for anyone that will be
responsible for supporting IP addressable devices on an Ethernet network. The Auto-discovery
and display technologies are state of the art. We have strategically priced the package to
provide a return on investment in less than 6 months. Many have had IntraVUE pay for itself in
the first month. It is fully complementary to all IP devices and is even being used in applications
outside of the plant floor. It is better to have it running before a communication problem causes
your company to experience downtime or apply significant amounts of resources searching for
problems easily identified by IntraVUE.
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