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Shoretel SIP Trunking on Ingate. 
 

Requirements,  
1) Any Ingate SIParator or Ingate Firewall model will require a SIP Trunking module installed. 
 
2) Some SIP traversal licenses are included with the Ingate base unit at delivery. You need to confirm if the base licensing supports 
the number of SIP Traversals required. If not additional SIP traversal Licenses can be purchased. 
 
 
Opertating modes. 

Shoretel SIP trunks need to use the B2BUA of the Ingate. 
This In effect creates 2 call legs,  
1) between the shoretel and Ingate 
2) between the Ingate and the Provider. 

 
Most providers require prior registration to perform SIP Trunking - some Do Not. 
 
This document does not focus on the Shoretel to Ingate setup, this should be provided by your local Shoretel Channel. 
This document will focus on the Ingate to ITSP side configuration. 
 
Specifics for this example: 
Shoretel PBX = 10.0.0.1 
Ingate ETH0 (LAN) = 10.0.0.100 
Ingate ETH1 (WAN) = 192.168.15.254 
 



Shoretel Side (in brief): 
Shoretel PBX is configured with Its Trunk Partner IP address pointing to the Ingate 
Shoretel “SIP Trunk Type” – “Use IP Address” = 10.0.0.100 
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Ingate Side : 
The Ingate can be configured using two alternative methods:  
(a) the Ingate StartupTool wizard for a complete first time configuration, or  
(b) the traditional configuration via the GUI.  
 
The latter is more suitable if you already have your Ingate configured and operational in your network. 
Select one of these methods for configuration of the Ingate unit. 
 
Step 1 – Basic Ingate IP Address setup. 
 
1) Download the Ingate Startup Tool.  
This tools is available on-line (not on the CD)  
Once downloaded you can use this to setup the initial settings on the unit. 
On First run select “Configure the unit for the first time” 

a) Enter the MAC address of  the unit. 
b) The IP address required to be stored onto it. (ensure your PC has access to this IP Address) 
c) Select password of “admin” 

 
Use the “Contact” button – if it reports as failed, then it wait 60 seconds and try connecting to the settings defined above, but this time 
use the “update configuration” option with the IP Address you initially selected. 
 
Use the “Establish Contact” button to connect to the unit. 
Once connected, use the “Configure Network Topology” Button. 
In this case we will not configure the Optional “SIP Trunking” or “Remote SIP Connectivity” 
 
2) Use a serial cable connection in the event that the startup tool fails. 

Speed = 19200 
Settings = 8 Bits, 1 Stop, No Parity. 
------ 
Once connected enter username “admin” and password “admin” to login. 
On first run it will prompt you on the initial settings. 
 
 



Step 2 – Basic Configuration. 

 
Sub Menu : Basic Configuration – DNS Servers 

You MUST define DNS servers. 
 

Sub Menu : Access Controll 
You MUST define who can manage the Ingate for – Interface, Transport and Computers 
 

Sub Menu : Siparator Type (only for Siparator models) 
You MUST define the way the Siparator is connected to your existing firewall. 
(see definitions below) 

THE DMZ CONFIGURATION  
Using this configuration, the SIParator is located on the DMZ of your firewall, and connected to it with 
only one interface. You need to open the SIP port (normally UDP port 5060) and a range of UDP ports 
for RTP traffic to and from the SIParator on your firewall. The SIP traffic finds its way to the SIParator 
using DNS. Internal clients can have the SIParator as an outbound proxy.  

THE DMZ/LAN CONFIGURATION  
Using this configuration, the SIParator is located on the DMZ of your firewall, and connected to it with 
one of the interfaces. The other interfaces are connected to your internal networks. The SIParator can 
handle several networks on its interface even if they are hidden behind routers. Internal users have to 
configure the SIParator as outbound proxy, or an internal proxy as to use the SIParator as its outbound 
proxy.  

THE STANDALONE CONFIGURATION  
Using this configuration, the SIParator is connected to the outside world on one interface and your 
internal networks on the others. It will run in parallel with your firewall and only handle the SIP traffic. 
Internal users have to configure the SIParator as outbound proxy, or an internal proxy as to use the 
SIParator as its outbound proxy.  

 
 



Step 3 – Network. 

 
Sub Menu : Networks and Computers 

You MUST define as a minimum your LAN and the WAN – Typically the WAN can be everything else (be specific with 
the Interface eth1 for example) Note that local loopback 127.0.0.1 is not listed. 

 
 

Sub Menu : Networks and Computers – Default Gateways 
You MUST define a default Gateway. 

 
Sub Menu : Networks and Computers – All Interfaces 

Correctly select if the Interface is enabled, and provide logical names for the Interfaces. 
You need to define “directly connected Networks”, and associate those networks to Interfaces. 
 

 
 

Sub Menu : Networks and Computers – NAT (Firewall only.) 
Correctly define if NAT is required between the interfaces. Ie do ou want to NAT LAN to WAN ? 
 

Sub Menu : PPPoE (only if an Interface is used for PPPoE Connection) 
 



Step 4 – Rules and Relays (Firewall Mode only). 

 
Sub Menu : Rules 

You will probably want to define outbound rules for (non VoIP) traffic. 
In the example above all internal LAN traffic is allowed Out to the WAN  
Note: Traffic will be processed via NAT (see Network – NAT configuration) 
 

 
 
Step 5 – SIP Services. 

 
Sub Menu : Basic 

You MUST enabled the SIP Module. 
 



Step 6 – SIP Traffic. 

 
Sub Menu : Filtering 

You MUST ensure that the Default Policy for SIP Requests = Process All 
 

Sub Menu : User Database 
If your carrier requires active registration for SIP Trunking then define the carrier settings here. 

 
 
Account Type should be B2BUAWM/Register   
Register from should be WAN 
 

Sub Menu : Dial Plan 
The Use Dial Plan setting must be ON 

 
 
The From Header : 
This is he key to matching outbound calls from shoretel to the carrier. 
The from Header Domain can match how the shoretel would normally format its from addresses. 
Ie in the example above the invites from header would look like. 
“from: 1234@localhost” 
 
or.. 
In its simplest mode, the domain could be “*” as long as the network is defined as “LAN” 
(Caution: doing this is not very specific, and can create overlapping rules if not careful) 
 

 
 
The Matching Request-URI should be used to match the inbound calls from the Carrier (ITSP) 
This may be an IP address or a host Name (Carrier and setup dependant) 

192.168.15.254 



 
Note: Matching Request-URI and Matching From Headers simply provide specific matches to  
SIP Invites. The Ingate needs to match new Invites to either inbound or outbound traffic directions. 
It is possible to use any combination in either of these 2 sections. Ie both in and out traffic defined 
by request-URI or From Header, or as above one in each. 
 

 
 
The Forward To This is used in the dial plan for destination mapping of SIP calls. For Carrier Services that allow both 
sending and receiving of calls you will need 2 entries – one for either direction. The “Shoretel in” forwards calls to the LAN 
IP address (Replacement URI) of the Shoretel server. The “Shoretel out” forwards the calls via a registered SIP Trunk 
account. 
 

 
 
The Dail Plan This is used in glue the matching rules and the forwarding rules together and  
active them. Matches exist in both directions, and 2 Dial Plan rules are created with  
forwarding addresses. 
 

 
 

Sub Menu : Routing 
On Shoretel systems you MUST enable “Local REFER Handling” 
Tick the “Always handle REFER locally” option box. 

 
Sub Menu : SIP Status 

Confirm that your Carrier SIP registration is OK. 
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Step 7 – logging and Tools. 

 
Sub Menu : Display Log 

It is likely you will need to use the Display Log function to help in setting up the dial plan correctly. 
It is easy to define the dial plan if you know what the invite requests look like, to do this send some traffic to the 
Ingate, and then review the logs. 
To simplify this select the following options (and only these options) 
SIP errors, SIP signaling, SIP packets, SIP license messages, SIP media messages, SIP debug messages 
And enable the option “Show Newest at Top”  

 

 
 

Take Note of the “From” formatting. 
 
 
 



Step 8 – Troubleshooting. 
 

Example of active call with B2BUA. And the various port mappings in play. 
 



Other Notes: 
Resetting the Password or unknown password. 
 
1) Reboot the Firewall. 
2) When the firewall is booting up, the CONFIG button should be pressed at a 
certain time. Start pressing the CONFIG button when the Alert LED is lit the first time.  
You must then keep on pressing it until the LED has been lit and gone out twice. 

 
 


